With rapid advances in digital information processing systems, and more specifically in digital image processing software, there is a widespread development of advanced tools and techniques for digital image forgery. One of the techniques most commonly used is the Copy-move forgery which proceeds by copying a part of an image and pasting it into the same image, in order to maliciously hide an object or a region. In this paper, we propose a method to detect this specific kind of counterfeit. Firstly, the color image is converted from RGB color space to YCbCr color space and then the R, G, B and Y-component are splitted into fixed-size overlapping blocks and, features are extracted from the R, G and B-components image blocks on one hand and on the other, from the DCT representation of the R, G, B and Ycomponent image block. The feature vectors obtained are then lexicographically sorted to make similar image blocks neighbors and duplicated image blocks are identified using Euclidean distance as similarity criterion. Experimental results showed that the proposed method can detect the duplicated regions when there is more than one copy move forged area in the image and even in case of slight rotations, JPEG compression, shift, scale, blur and noise addition.
Introduction
Nowadays, with the wide availability of powerful and easy-to-use image processing softwares, even a nonprofessional can tamper with an image without leaving any trace detectable by the human vision system. Consequently, the integrity of digital images can no longer be presumed without further investigations. In order to regain image's credibility especially when it comes to sensitive data such as evidences in court of law, news items, medical records to name but few, reliable techniques must be developed to examine the integrity and/or authenticity of digital images.
Generally, these techniques are divided into two major categories: the active methods on one hand and the passive/blind methods on the other hand. The drawback of the first category is the requirement that certain information is embedded into the image either during its creation or before its broadcasting to the public. Digital watermarking belongs to this category [1] . The inserted information can be used either to detect the source of an image or to detect possible modifications of an image. On the contrary, passive / blind methods do not require any prior information to be embedded into the digital image. They work with the assumption that any forgery, even if not visible with naked eyes, would modify the intrinsic statistics of the original image. Copy-move forgery belongs to this category [2] . As mentioned previously, this kind of forgery is mostly used to hide a specific object or area in the original image.
Several methods have been developed to detect copy-move forgeries. In [3] , Fridrich et al first described the exhaustive search indicating that its applicability is limited mainly because of its exponential complexity and the fact that it fails in case of any distorsion. In the same paper, they proposed a more effective approach, which uses a robust representation of the block that consists of quantized discrete cosine transform (DCT) coefficients. Popescu et al. proposed a resembling method [4] , which used principal component analysis (PCA) instead of DCT to generate the block representation. They went further by reducing by half the numbers of features used in [3] and therefore improving the efficiency. Despite these improvements, their method has some weaknesses, among which its failure in case of slight rotation of the copied region. Later, Weiqi Luo et al. [5] presented a technique robust to various forms of post region duplication processing, including blurring, noise contamination and lossy compression. They represented each block by 7 characteristics extracted from both the RGB color image and the YCbCr corresponding image. Li Kang et al. [6] suggested to apply improved singular value decomposition to each image block to yield a reduced dimension representation and then lexicographically sort the feature matrix formed by the singular values. Their method was proven to be robust against noise distortion. Weihai Li et al. [7] proposed a rotation-robust algorithm based on the Fourier-Mellin Transform of image's blocks with features extracted along radius direction. Recently, Y. Huang et al. [8] proposed an improved DCT-based method. In their approach, DCT is applied to each block to represent its features and then truncating it yields a reduced dimension representation of the features. Their method has been proven to be robust to JPEG compression, blurring or AWGN distortions but they failed to consider the multiple copy-move forgery. Most recently, Yanjun Cao et al. [9] proposed an approach based on improved DCT that has the advantages to be robust to various attacks, such as multiple copy-move forgery, Gaussian blurring, and noise contamination; and also to have a lower computational complexity.
In this paper, we propose a DCT-based approach, which is not only robust to multiple copy-move forgery, Gaussian blurring, and noise contamination, but also to rotation with an angle up to 5 degrees. The rest of the paper is organized as follows: Section 2 will describe the proposed approach and Section 3 will present the experimental results. Conclusion is drawn in Section 4.
The proposed Method
In copy-move forgery, since the copied regions come from the same image, at the end of the process, we will have relatively similar areas in the image. The detection of such forgery will therefore consist in finding wide relatively similar areas in an image. The easiest way to detect those areas is the exhaustive search but this can only be done for very small images because it is computationally costly. Moreover, it fails when the copied region is further processed. To make the detection more efficient, we will use the most common approach that starts by dividing the suspected image into overlapping blocks. Once the division is done, robust features must be extracted from the blocks in order to have an efficient detection rate. At last, the features are sorted to make a sufficiently reliable decision based on the similarity of consecutive pairs.
Overview of the Method
The different steps of our method are presented as follows:
1) Convert the RGB image to YUV color space.
2) Divide the R, G, B and Y-component into fixedsized blocks.
3) Transform each block into DCT coefficients. 4) Extract features from the obtained DCT coefficients and the Red, Green and Blue channels 5) Sort the features in lexicographic order. 6) Search for similar pairs of blocks. 7) Output the duplicated regions if any.
Detailed Procedure
The algorithm described in 2.1 is implemented as follows.
(i) The suspicious RGB color image f of size M × N × 3 is first converted to YUV color space as described in Eq. 1. 
where the elements are defined as described in Eq. 4. (vi) Then the matrix A is lexicographically sorted and a matching procedure is applied: pairs of neighboring vectors are tested to decide on their similarity using their Euclidian distance. To determine the amount of neighbors for each vector, we set a threshold T n . If the distance between two neighboring vectors is smaller than a pre-defined threshold T 1 , the analysed blocks are considered as a pair of candidate for the forgery. Their respective positions ! , ! , ! , ! and the shift vector between them ! − ! , ! − ! are therefore stored. For each pair of candidate, we compute the accumulative number of the corresponding shift vector. If that number is greater than a predefined threshold T s the corresponding regions are marked as suspicious but the decision can be final only if the involved regions are not neighbors. In fact, considering that neighboring blocks might with a high probability have similar feature vector, we need to evaluate the actual euclidian distance between both regions and make sure that distance is greater than a predefined threshold T 2 . Only when this is done, can we conclude the regions are duplicated.
Experimental results
In this section, we evaluate the performance of the proposed method on a set of forged images generated using the Image Manipulation Program GIMP 2.6.12. The original image used was downloaded from [10] (Fig.1) 
Fig. 1 Original image
We scaled it to the size 330 × 200 and tampered with it in 4 different manners that we will call forgery 1, forgery 2, forgery 3 and forgery 4 respectively in the rest of this paper ( Fig. 2 and Fig. 3 ). We have evaluated the robustness of our algorithm against JPEG compression, noise addition, scaling, rotation, blurring and shift. The experimental results presented were all done with the values b=16 (block size), T 1 =0.014; T 2 =2*b=32; T s =b+2=18; T n =b=16. The detection rate d and false detection rate f are defined in Eq. 7
where C represents the actual copy-move tampered area; D represents the detected area; and |C| represents the total number of pixels in C. \ = { | ∉ }. Both rates will be expressed in percentage (%). 
Gaussian Blur
We used two sets of images, one in which the copied area is blurred before pasting it; and the other in which the whole image is blurred after the forgery. Experimental results with both sets can be seen in Tab.2 and Fig. 5 . They show the method is more efficient in case of blurring operation applied to the whole tampered image. Gaussian Blurring of the copied segment 
Additive Gaussian Noise
We used two sets of images as it was the case for Gaussian blurring (subsection 3.2). In both sets, noise Gaussian noise was added either on the copied segment or the full tampered image with standard deviations (std) between 0.1 and 1.3. In Tab 
Rotation
We rotated the copied region of 2 degrees and pasted it. Tab.6 and Fig.9 show the result of the experiment. 
Conclusion
In this paper, we have presented an algorithm that can detect copy move forgeries. Our algorithm falls under the category of passive methods because it does not require any prior information on the suspicious image to proceed. Moreover, experimental results show it can detect even multiple copy move forgeries in the same image and also is relatively robust to some common distortions.
